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Cyberliability
Insurance

Things to Know




Know your
LIMITS




Know your
SUBLIMITS




Know your
COVERAGE




What are we
going to do?

Read our policy
Identify our specific coverages
Coverage = Risk




Contractual
Indemnity




18) CYBER SECURITY.

a) “Cyber Security Incident” means any imminent or successful act to gain unauthorized access to, or create
disruption resulting in the misuse, alteration, disclosure or compromise of, any information system of Vendor,
Manager or Owner, including but not limited to email or computer systems. Upon discovery or reasonable
suspicion of a Cyber Security Incident, Vendor will notify Manager as soon as possible and provide details of
the Cyber Security Incident. As soon as practicable, but in no event later than seven (7) days of Vendor’s
discovery or reasonable suspicion of a Cyber Security Incident, Vendor shall send Manager a written report
detailing the circumstances of the Cyber Security Incident, including but not limited to: (a) a description of the
nature of the Cyber Security Incident; (b) the type(s) of information or data involved; (¢) who may have obtained
the information or data; (d) what steps have been taken or will be taken to investigate the Cyber Security Incident;
and (e) what steps have been taken or will be taken to mitigate any negative effect of the Cyber Security Incident;
and (f) a point of contact for future correspondence related to the Cybx i
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1g ﬁom or related to a Cybel Security Incident originating from Vendor’s systems
m(,ludmg but not limited to email or computer systems, and/or Vendor’s failure to comply with any of the
obligations set forth herein.
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Some people are just
going to click.
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(aution: Do Not Swallow!
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Flushable - No Mess ¢ Easy to Store
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Some people are just
going to click.




How much
can your company
afford to lose?




Your limits will be
. reduced & must be
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Is there a fair way
to approach
- cyber indemnity?




Due Diligence:

This provision shall not apply if Vendor has exercised
proper due diligence by following the advisories
published by the Cybersecurity and Infrastructure
Security Agency (CISA) and has ensured that the
most recent software patches and cybersecurity
) updates available have been applied to its system

; s and within 30 days of Substantial Completion to any
\’" ‘5- products or equipment installed in the project.

'_ " Samp/e language for illustration purposes only.
% Consult with your attorney to draft language that




What are we
going to do?




What are we
going to do?

o Strike it
o Changeit
e Roll the dice




Some Resources:

. KnowBe4 Security Awareness
www.knowbe4.com
. Security Scorecard Security Ratings &

Cybersecurity Risk Management
www.securityscorecard.com

. Cybersecurity & Infrastructure Security
Agency Www.cisa.gov

. NIST Cybersecurity www.nist.gov/
cybersecurity

Brandshield www.brandshield.com




Questions?




Thank you for
participating
in this session!




